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Art Unit: 2137 

Remarks 

Claims 1-39 are pending. 



Claim Rejections - 35 (JSC § 102 
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed In the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

1. Claims 1-4, 15, 16, and 19 are rejected under 35 U.S.C. 102(e) as being 
anticipated by Gunter (U.S. Patent 6,751,728). 
Regarding Claim 1, 

Gunter discloses a method of authenticating an originator of a 
packet in a network, comprising: 

Filtering the packet for a tag embedded therein (Column 8, lines 22- 

40); 

Reading contents of the tag including an address of the originator 
and an encrypted hash (Column 8, lines 22-40); 

Decrypting the encrypted hash included in the tag (Column 8, lines 
22-40); 



Application/Control Number: 10/035,653 Page 3 

Art Unit: 2137 

Calculating a second hash from the address of the originator 
(Column 8, lines 22-40); and 

Authenticating the originator of the packet upon determining the 
decrypted hash and the calculated hash are identical (Column 8, lines 22- 
40). 

Regarding Claim 2, 

Gunter discloses that reading contents of the tag including an 
address of the originator further comprises reading contents of the tag 
including a uniform resource locator of the originator (Column 8, lines 22- 
40). A URL is simply the mnemonic representation of an IP address. 
Regarding Claim 3, 

Gunter discloses that decrypting the encrypted hash included in the 
tag further comprises decrypting the encrypted hash with a public key 
assigned to the originator (Column 7, lines 33-52). 
Regarding Claim 4, 

Gunter discloses that calculating a second hash from the address 
of the originator further comprises calculating the second hash from an 
instance of a hashing algorithm used by the originator to generate the 
encrypted hash (Column 8, lines 22-40). 
Regarding Claim 15, 

Gunter discloses a node in a network for authenticating an 
originator of a packet, comprising: 
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A processing unit (Column 3, lines 34-53); 

A memory unit operable to store an authentication algorithm therein 
that is executable by the processing unit (Column 4, lines 7-22); and 
An interface to a network operable to receive the packet, the 
authentication algorithm operable to filter the packet for a tag embedded 
therein, decrypt an encrypted hash in the embedded tag, calculate a hash 
from an address of the originator in the tag, and authenticate the originator 
upon a comparison between the decrypted hash and the calculated hash 
(Column 8, lines 22-40). 
Regarding Claim 16, 

Gunter discloses an instance of a hashing algorithm executable by 
the processing unit (Column 8, lines 22-40), a second instance of the 
hashing algorithm executable by the originator of the packet and operable 
to generate an encrypted hash (Column 7, lines 33-52). 
Regarding Claim 19, 

Gunter discloses that the address of the originator is a uniform 
resource locator of the originator (Column 8, lines 22-40). 



Claim Rejections - 35 USC § 103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
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invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

2. Claims 5, 8. 10-14, 17, 18, 20, and 23 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Gunter in view of Blott (EP 1 ,054,529 A2). 
Regarding Claim 5, 

Gunter does not disclose specifying a billing treatment for the 
packet upon authentication of the originator. 

Blott, however, discloses specifying a billing treatment for the 
packet upon authentication of the originator (Page 7, Paragraphs 36-39). 
It would have been obvious to one of ordinary skill in the art at the time of 
applicant's invention to incorporate the network usage billing system of 
Blott into the authentication system of Gunter in order to allow the system 
to modily and monitor a user's quality of service and provide appropriate 
billing for such usage (e.g. a user that has the highest QoS level will pay 
more than a use with a lower set QoS level). 
Regarding Claim 8, 

Blott discloses that specifying a billing treatment for the packet 
upon authentication of the originator further comprises interrogating a 
database of billing treatment directives, the database including a record 
containing the address of the originator and an associated record 
specifying the billing treatment (Page 7, Paragraphs 36-39). 
Regarding Claim 10, 

Blott discloses that interrogating the database further comprises: 
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Supplying the database with the address of the originator read from 
the tag contents, the address of the originator indexing the record 
containing the uniform resource locator (Page 7, Paragraphs 36-39); and 
Calculating a tariff for the data session based upon the contents of 
the call detail record (Page 9, Paragraph 50). 
Regarding Claim 11, 

Blott discloses generating a call detail record having a traffic 
volume count of a data session that includes the packet (Page 5, 
Paragraph 28); and 

Calculating a tariff for the data session based upon the contents of 
the call detail record (Page 9, Paragraph 50). 
Regarding Claim 12, 

Blott discloses that calculating a tariff for the data session further 
comprises calculating the tariff and levying the tariff against the originator 
of the packet (Page 5, Paragraph 28; and Page 9, Paragraph 50). 
Regarding Claim 13, 

Blott discloses that calculating a tariff for the data session further 
comprises parsing the traffic volume count from other traffic volume 
counts included in the call detail record, the calculated tariff calculated for 
the parsed traffic volume count independently of the other traffic volume 
counts (Page 5, Paragraph 28; and Page 9, Paragraph 50). 
Regarding Claim 14, 
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Blott discloses that generating a call detail record having a traffic 
volume count further comprises generating a call detail record having the 
traffic volume count and the address of the originator associated therewith 
(Page 5, Paragraph 28). 

Regarding Claim 17, 

Blott discloses an accounting algorithm executable by the 
processing unit and operable to generate a call detail record including a 
traffic volume count of a data session including the packet (Page 7, 
Paragraphs 36-39). 

Regarding Claim 18, 

Blott discloses that the call detail record further includes the 
address of the originator in association with the traffic volume count (Page 
7, Paragraphs 36-39). 

Regarding Claim 20, 

Blott discloses a database having a record maintaining an 
identification of the originator and an associated record having a traffic 
treatment specification, the node operable to condition the packet such 
that the network fon^/ards the packet according to the traffic treatment 
specification (Page 4, Paragraph 22; and Page 7, Paragraphs 36-39). 

Regarding Claim 23, 
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Blott discloses that the node is operable to forward the call detail 
record to a second node in the network operable to perform billing 
procedures on the contents thereof (Page 9, Paragraph 50). 



3. Claims 6, 7, 9. 21 , and 22 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Gunter in view of Blott, further in view of Nichols (Nichols et al., 
"Definition of Differentiated Services Field (DS Field) in the IPv4 and IPv6 Headers", 
The Internet Society, 1998, 20 pages). 
Regarding Claim 6, 

Gunter as modified by Blott does not disclose writing a 
differentiated services codepoint into the packet upon authentication of the 
originator. 

Nichols, however, discloses writing a differentiated services 
codepoint into the packet upon authentication of the originator (Pages 7-9, 
Section 3). It would have been obvious to one of ordinary skill in the art at 
the time of applicant's invention to incorporate the differentiated services 
field of Nichols into the authentication system of Gunter as modified by 
Blott in order to enable scalable service discrimination in the Internet 
without the need for per-flow state and signaling at every hop. 
Regarding Claim 7, 

Nichols discloses that writing a differentiated services codepoint 
into the packet further comprises writing a differentiated services 
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codepoint into at least one of a traffic class octet of an IPv6 packet and a 
type-of-service field of an IPv4 packet (Pages 7-9, Section 3). 
Regarding Claim 9, 

Blott discloses that interrogating a database of billing treatment 
directives further comprises interrogating the database that includes a 
record containing a uniform resource locator of the originator (Page 7, 
Paragraphs 36-39). 

Nichols discloses that the associated record contains a 
differentiated service codepoint (Pages 7-9, Section 3). 
Regarding Claim 21, 

Nichols discloses a differentiated services codepoint (Pages 7-9, 
Section 3). 
Regarding Claim 22, 

Nichols discloses that the node is operable to write the 
differentiated services codepoint into at least one of a traffic class octet of 
an IPv6 packet, and a type-of-service field of an IPv4 packet (Pages 7-9, 
Section 3). 

4. Claims 24-28 are rejected under 35 U.S.C, 103(a) as being unpatentable over 
Gunter in view of Uskela (WO 01/47179 A1). 
Regarding Claim 24, 
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Gunter discloses a telecommunications network operable to 
transmit a data packet from an originator to a terminating device within the 
network, comprising: 

A first node connected to a data network and operable to receive 
the packet generated by the originator, the first node operable to execute 
an authentication algorithm operable to filter the packet for a tag 
embedded therein, decrypt an encrypted hash in the embedded tag, 
calculate a hash from an address of the originator in the tag, and 
authenticate the originator upon a comparison between the decrypted 
hash and the calculated hash (Column 8, lines 22-40), but does not 
disclose a second node operable to receive the packet from the first node 
and transmit the packet to the terminating device. 

Uskela, however, discloses a second node operable to receive the 
packet from the first node and transmit the packet to a terminating device 
(Page 5, line 28 to Page 6, line 10). It would have been obvious to one of 
ordinary skill in the art at the time of applicant's invention to incorporate 
the telecommunications system of Uskela into the authentication system 
of Gunter in order to prevent spoofing so that one party cannot act as 
though they are another party. 
Regarding Claim 25. 

Uskela discloses that the terminating device is a mobile terminal 
(Page 5, line 28 to Page 6. line 10). 
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Regarding Claim 26, 

Uskela discloses that the network is a mobile telecommunication 
system and the second node is a switching system, the network further 
comprising: 

A base station subsystem (Page 5, line 28 to Page 6, line 10); and 
A base transceiver station managed by the base station subsystem, 
the terminating device in communication with the transceiver station (Page 
5, lien 28 to Page 6, line 10; and Figure 1). 
Regarding Claim 27, 

Uskela discloses that the first node is a gateway general packet 
radio services support node (Page 6, lines 1 1-30). 
Regarding Claim 28, 

Gunter discloses that the originator is operable to execute a first 
instance of a hashing algorithm that generates the encrypted hash 
(Column 7, lines 33-52), the first node further comprising a second 
instance of the hashing algorithm operable to calculate the hash from the 
address of the originator in the tag (Column 8, lines 22-40). 

5. Claims 29-32 and 36-39 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Gunter in view of Uskela, further in view of Blott. 
Regarding Claim 29, 
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Blott discloses an accounting algorithm executable thereby and 
operable to generate a call detail record including a traffic volume count of 
a data session including the packet (Page 7, Paragraphs 36-39). 
Regarding Claim 30, 

Blott discloses that the call detail record further includes the 
address of the originator in associated with the traffic volume count (Page 
7, Paragraphs 36-39). 
Regarding Claim 31, 

Gunter discloses that the address of the originator is a uniform 
resource locator of the originator (Column 8, lines 22-40). 
Regarding Claim 32, 

Blott discloses a database having a record maintaining an 
identification of the originator and an associated record having a traffic 
treatment specification, the first node operable to condition the packet 
such that the network fon^/ards the packet according to the traffic 
treatment specification (Page 4, Paragraph 22; and Page 7, Paragraphs 
36-39). 
Regarding Claim 36, 

Blott discloses a billing node operable to perform billing procedures 
on a call detail record, the billing node including an interface with the first 
node and operable to receive a call detail record thereon (Page 9, 
Paragraph 50), the billing node operable to execute a billing algorithm 
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operable to generate a tariff dependent on contents of a traffic volume 
container included in the call detail record, the call detail record having the 
address of the originator associated therewith, the tariff further dependent 
on the address of the originator (Page 9, Paragraph 50). 

Regarding Claim 37, 

Blott discloses that the tariff is levied against the originator (Page 5, 
Paragraph 28; and Page 9, Paragraph 50). 

Regarding Claim 38, 

Blott discloses that the tariff is levied against the terminating device 
(Page 7, Paragraphs 36-39). 

Regarding Claim 39, 

Blott discloses that the call detail record includes other traffic 
volume containers, the tariff dependent on the address of the originator 
being independent of the other traffic volume containers (Page 5, 
Paragraph 28; and Page 9, Paragraph 50). 



6. Claims 33-35 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Gunter in view of Uskela and Blott, further in view of Nichols. 
Regarding Claim 33, 

Nichols discloses that a differentiated services codepoint (Pages 7- 
9, Section 3). 
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Regarding Claim 34, 

Nichols discloses that the first node is operable to write the 
differentiated services codepoint into at least one of a traffic class octet of 
an IPv6 packet and a type-of-service field of an IPv4 packet (Pages 7-9, 
Section 3). 
Regarding Claim 35, 

Blott discloses that the first node and the second node are operable 
to provide fonA/arding treatments of the packet across the network 
according to service specifications (Page 7, Paragraphs 36-39). 

Nichols discloses that the service specifications are associated with 
the differentiated services codepoint (Pages 7-9, Section 3). 



Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jeffrey D. Popham whose telephone number is (571)- 
272-7215. The examiner can normally be reached on M-F 9:00-5:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on (571)272-3865. The fax phone 
number for the organization where this application or proceeding is assigned is 703- 
872-9306. 
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Information regarding tine status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



EMMANUEirLMOiSE 
SUPERVISORY PATENT EXAMINER 




